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What are hidden communication devices in solar energy equipment?
U.S. energy officials have discovered hidden communication devices in solar energy
equipment supplied from China. These are primarily invertersused to connect solar panels and
wind turbines to power grids,as well as batteries,heat pumps,and chargers for electric vehicles.
 
Are there undocumented communication devices in solar panels?
Over the past 9 months,undocumented communication devices (including cellular radios) have
also been found in solar panelsfrom several Chinese suppliers. The exact number of inverters
and batteries tested,as well as the names of the suppliers,were not provided by the source.
 
Are Chinese inverters a threat to the supply chain?
Although the presence of the devices has not been formally recognized, U.S. agencies are re-
evaluating the vulnerabilities of the supply chain in light of the increasing tensions with China.
Chinese inverters from top manufacturers have taken over the world's markets; Huawei,
Sungrow, and Ginlong Solis are among them.
 
Where are solar inverters made?
These inverters,which are necessary for connecting solar panels and wind turbines to the
grid,are primarily made in China,and they usually provide remote access for maintenance.

Discovery of Undocumented Communication Devices Rogue communication devices found in
Chinese solar inverters are raising global cybersecurity alarms. Learn how ...

U.S. energy officials have discovered hidden communication devices in solar energy
equipment supplied from China. These are primarily inverters used to connect solar ...

An unidentified illegal communication device has been found in Chinese solar inverters,
prompting U.S. energy authorities to reevaluate security risks for renewable energy ...

U.S. energy officials have discovered hidden communication devices in solar energy
equipment supplied from China. These are primarily inverters used to connect solar panels and
wind turbines to power grids, ...

Power inverters, which are predominantly produced in China, are used throughout the world to
connect solar panels and wind turbines to electricity grids.

U.S. energy officials have intensified scrutiny of Chinese-manufactured components in
renewable energy infrastructure after the identification of undocumented ...

LONDON (Reuters) -U.S. energy officials are reassessing the risk posed by Chinese-made
devices that play a critical role in renewable energy infrastructure after unexplained ...
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